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The rapid expansion of digital platforms and generative artificial intelligence has 
reshaped how university students access and evaluate academic information, 
intensifying concerns about information reliability, critical thinking, and ethical 
use. This study addresses the gap between students’ widespread access to 
digital information and their capacity to critically evaluate and responsibly use 
it in academic contexts, particularly in underrepresented settings such as 
Kazakhstan. A sequential mixed-methods design (QUAL → quan) was 
employed. Qualitative data explored students’ information-seeking practices, 
credibility judgments, responses to conflicting information, perceptions of 
AI-related risks, and views on institutional support. The sample consisted of 
77 undergraduate students enrolled in teacher education-related programs at 
a university in Kazakhstan. The findings showed a clear hierarchy of search 
entry points: students most often began with Google Search (n = 30), 
followed by university databases/library portals (n = 16) and AI tools (n = 15). 
Clear author credentials (n = 49) and transparent methods or data (n = 25) 
emerged as the strongest trust indicators. When using AI, students reported 
predominantly supportive uses, especially summarizing checked readings 
(n = 58) and generating ideas or outlines (n = 52), rather than relying on AI as a 
primary source. These patterns indicate that students’ engagement with 
generative AI is characterized by conditional trust, pragmatic usefulness, and 
uneven but developing evaluative awareness. The study contributes context- 
specific evidence from Kazakhstan to the emerging literature on student 
engagement with generative AI and suggests that higher education institutions 
should integrate source evaluation, critical reasoning, and AI literacy more 
explicitly into curriculum, pedagogy, and library support systems.
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Introduction

Digital environments have become the primary infrastructure through which 
university students access, process, and produce academic knowledge (Bygstad et al., 
2022). Search engines, academic databases, social media platforms, and AI-based 
applications now coexist within students’ everyday learning ecologies, shaping not only 
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what information is encountered but also how it is evaluated and 
trusted (Celik et al., 2022; Van Den Beemt et al., 2020). While 
these environments expand access and efficiency, they 
simultaneously intensify epistemic challenges related to 
information overload, uneven quality, and credibility ambiguity. 
Empirical research consistently shows that digital abundance 
does not automatically translate into informed judgment; rather, 
students must actively develop competencies to evaluate, verify, 
and ethically use information in academically responsible ways 
(Aladsani, 2025; Kunz et al., 2024; Molerov et al., 2020; 
Surducan and Valadas, 2025).

Within higher education research, these competencies are 
commonly conceptualized through the interrelated constructs of 
information competence (closely aligned with information 
literacy) and critical thinking (Golden, 2023; Salido et al., 2025). 
Information competence refers to students’ ability to identify 
credible sources, examine evidence, recognize markers of 
authority, and judge academic suitability, whereas critical 
thinking encompasses higher-order reasoning processes such as 
analysis, comparison, justification, and reflective judgment 
(Shamsaee et al., 2021). This distinction is analytically useful, yet 
in digital academic contexts the two constructs are deeply 
interconnected. Information competence reflects the applied 
evaluative dimension of students’ engagement with sources, 
while critical thinking becomes visible in how they compare 
claims, weigh evidence, handle contradiction, and justify trust 
decisions. Recent empirical studies argue that in digital contexts 
these constructs are inseparable: information competence 
functions as the applied evaluative dimension of critical thinking, 
while critical thinking is operationalized through concrete 
information practices such as triangulation, source comparison, 
and evidence checking (Molerov et al., 2020; Nagel et al., 2022).

A growing body of performance-based research demonstrates 
that many university students struggle to evaluate online 
information effectively, particularly when confronted with 
conflicting claims or persuasive but unreliable content (Kops 
et al., 2025; Lan and Tung, 2024; Trixa and Kaspar, 2024). 
Studies assessing critical online reasoning show that even 
academically successful students often rely on superficial cues 
(e.g., familiarity or accessibility) rather than systematic 
evaluation strategies when navigating open-web information 
(Molerov et al., 2020; Nagel et al., 2022). Similarly, 
investigations into students’ information-seeking behavior in 
higher education reveal a persistent gap between access to digital 
resources and the ability to judge their quality, relevance, and 
epistemic reliability (Kunz et al., 2024; Mirazchiyski, 2025). 
Taken together, this literature suggests that the central issue is 
no longer access to information alone, but the capacity to 
exercise evaluative judgment in environments characterized by 
speed, abundance, and conflicting credibility signals.

The rapid diffusion of generative artificial intelligence (AI) 
tools has further reshaped the landscape of academic 
information evaluation. Several studies indicate that students 
widely perceive AI tools as beneficial for summarization, 
clarification, and idea generation, yet simultaneously express 
concerns regarding reliability, accuracy, and ethical boundaries 
(Blahopoulou and Ortiz-Bonnin 2025; Shuhaiber et al., 2025). 
Research on academic integrity highlights that AI-generated 
content may appear coherent and authoritative while lacking 

verifiable sources or containing fabricated information, thereby 
increasing the cognitive burden placed on students’ evaluative 
judgment (Park and Nan, 2025; Slutskiy, 2025). Rather than 
reducing the importance of information competence and critical 
thinking, generative AI amplifies their necessity by requiring 
learners to interrogate outputs, verify claims, and make ethically 
informed decisions about academic use (Lan and Tung, 2024). 
This development is particularly significant because AI tools do 
not merely provide access to information; they increasingly 
mediate how information is summarized, framed, and 
prioritized, thereby influencing students’ trust formation and 
decision-making processes.

Institutional context plays a decisive role in shaping how these 
competencies develop. Empirical studies emphasize that 
information competence and critical thinking do not emerge 
automatically from technology use; instead, they are influenced by 
curriculum design, pedagogical practices (Kong, 2014), library 
infrastructures (Antasari, 2025), instructor modeling (Batı and 
Kaptan, 2015), and assessment requirements (Jabali et al., 2024). 
Courses focused on digital technologies, research methods, and 
information literacy, alongside assignments that demand evidence- 
based argumentation and source evaluation, have been shown to 
support students’ development of evaluative skills (Chan and 
Sung, 2025). However, students’ perceptions of institutional 
support vary widely, suggesting that the visibility and coherence of 
such initiatives are as important as their formal existence (Barber 
and Anderson, 2025). Accordingly, understanding students’ digital 
information practices requires attention not only to individual 
competence, but also to the institutional conditions that enable or 
constrain reflective and responsible evaluation.

These issues are particularly salient in Kazakhstan, a context 
characterized by rapid digitalization and ongoing higher 
education reform. National initiatives increasingly emphasize 
digital transformation, artificial intelligence, and media and 
information literacy as strategic priorities. At the same time, 
international mapping and regional analyses indicate that 
empirical, learner-centered evidence on how university students 
in Kazakhstan evaluate digital information remains limited 
(UNESCO Almaty Regional Office and MediaNet, 2025). 
Existing studies tend to focus on policy frameworks or 
technological implementation rather than students’ everyday 
evaluative practices within academic tasks. Despite the 
expanding global literature on information literacy ( Johnston 
and Webber, 2003), critical thinking (Golden, 2023), and AI in 
higher education (Malik et al., 2025), two notable gaps persist. 
First, many studies examine information competence and critical 
thinking separately, without empirically investigating how they 
interact as integrated practices in digitally mediated learning 
environments. Second, there is a lack of mixed-methods, 
contextually grounded research capturing how students actually 
make trust decisions, resolve conflicting information, and 
interpret AI-mediated risks particularly in under-represented 
higher education contexts such as Central Asia.

Problem statement

In response to these gaps, the objective of the present study is 
to examine how university students in Kazakhstan engage with 
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digital learning environments, evaluate the credibility and 
academic suitability of digital information, respond to 
conflicting claims, perceive the influence of AI and algorithmic 
systems, and understand the role of their universities in 
supporting these competencies. By investigating information 
competence and critical thinking as interconnected practices 
rather than isolated variables, the study aims to contribute both 
context-specific evidence from Kazakhstan and a broader 
conceptual understanding of evaluative judgment in AI-rich 
digital learning environments. 

1. How do university students in Kazakhstan engage with 
digital learning environments when seeking academic 
information?

2. How do they evaluate the reliability and academic 
suitability of online information?

3. How do they exercise critical thinking when confronted 
with conflicting digital information?

4. How do students perceive the influence of AI tools and 
social media algorithms on information evaluation and 
ethical decision-making?

5. How do university students in Kazakhstan perceive their 
universities’ role in supporting information competence 
and critical thinking in digital environments?

6. How do university students’ in Kazakhstan self-reported 
quantitative patterns reflect their engagement with digital 
learning environments, trust formation in digital 
information sources, responses to conflicting information, 
uses of AI tools in academic coursework, and perceived 
sources contributing to the development of their 
information evaluation skills.

Literature review

Information competence in digital 
academic contexts

Information competence in higher education is increasingly 
conceptualized as a contextual and evaluative practice, rather 
than a set of isolated technical skills. In digital academic 
environments, students are expected not only to locate 
information efficiently but also to assess its credibility, relevance, 
and suitability for scholarly use. Empirical research 
demonstrates that students’ information practices are shaped by 
their ability to evaluate authorship, source authority, publication 
context, and the presence of evidence or references (Dahlen 
et al., 2024; Scharrer et al., 2025). This evaluative dimension is 
particularly salient in open digital environments, where 
academic and non-academic sources coexist without clear 
boundaries. Contemporary frameworks emphasize that 
information competence involves procedural judgment, such as 
cross-checking sources, verifying claims, and aligning 
information with disciplinary and institutional standards 
(Fraillon and Duckworth, 2025). Studies in higher education 
contexts show that students often rely on general-purpose search 
engines as entry points but subsequently differentiate sources 
based on perceived academic legitimacy, such as peer review or 
institutional affiliation (Li et al., 2022). However, access to 

digital resources alone does not ensure competent evaluation; 
rather, information competence develops through guided 
practice, exposure to academic norms, and repeated engagement 
with evaluative tasks (Spante et al., 2018). Viewed theoretically, 
information competence can be understood not simply as 
technical access to information, but as a context-sensitive 
capacity for judging what counts as credible and academically 
usable knowledge. This distinction is important because students 
may use the same digital tools but differ considerably in how 
they verify, compare, and justify information choices.

Critical thinking and critical online 
reasoning

Critical thinking has long been recognized as a core outcome 
of higher education, typically defined as the ability to analyze, 
evaluate, and synthesize information in a reasoned and reflective 
manner. In digital contexts, this construct has been extended 
through the notion of critical online reasoning, which captures 
how individuals evaluate information encountered in open, 
algorithmically mediated online environments (Blakston et al., 
2025). Critical online reasoning emphasizes reasoning under 
uncertainty, where students must resolve conflicting 
information, assess evidentiary support, and justify trust 
decisions without relying solely on traditional authority cues. 
Empirical performance-based studies indicate that many 
university students struggle with these demands, particularly 
when information is presented persuasively but lacks scientific 
grounding (Molerov et al., 2020). Research consistently shows 
that effective critical online reasoning involves strategies such as 
triangulation across multiple sources, prioritization of evidence- 
based arguments, and recognition of bias or manipulation 
(Molerov et al., 2020). Importantly, critical thinking in digital 
environments is not merely an internal cognitive process; it is 
enacted through observable decision-making practices, such as 
selecting one source over another or seeking additional 
verification when claims conflict. In this study, critical thinking 
is treated as a situated reasoning practice rather than a purely 
abstract cognitive trait. Its relationship with information 
competence is close but not identical: information competence 
concerns evaluating and using information appropriately, 
whereas critical thinking refers more broadly to the reasoning 
used to weigh evidence, examine contradictions, and justify 
judgments. Thus, information competence may be seen as one 
of the key domains in which critical thinking becomes visible in 
digital academic work.

Digital environments, generative AI, and 
epistemic risk

The rapid integration of generative AI tools into academic 
contexts has introduced new epistemic and ethical challenges to 
digital learning environments. While students increasingly 
report using AI for summarization, explanation, and idea 
generation, empirical studies highlight widespread concerns 
regarding reliability, transparency, and academic integrity 
(Blahopoulou and Ortiz-Bonnin, 2025; Shuhaiber et al., 2025). 
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Generative AI systems can produce fluent and convincing outputs 
that obscure uncertainty, omit sources, or generate inaccurate 
information, thereby complicating students’ evaluation processes 
(Fui-Hoon Nah et al., 2023). Theoretical discussions frame AI 
and algorithmic systems as non-neutral epistemic actors that 
shape information exposure and trust formation through 
personalization, ranking, and content generation (Lan and Tung, 
2024). Algorithmic curation may limit exposure to diverse 
perspectives, while AI-generated content can blur distinctions 
between verified knowledge and plausible but unsupported 
claims. Empirical research suggests that these conditions 
increase the importance of reflexive scepticism, ethical 
awareness, and critical regulation of technology use by learners 
(Alduais et al., 2025; Pramod, 2025). A more critical reading of 
this literature suggests that AI should be understood not only as 
a useful academic tool, but also as a source of epistemic risk. 
Unlike traditional digital sources, AI-generated outputs may 
appear authoritative while offering limited transparency 
regarding origin, evidence, or accountability. The literature is 
therefore mixed: some studies emphasize efficiency and learning 
support, whereas others warn of overreliance, weakened source 
scrutiny, and ethical ambiguity. In contexts such as Kazakhstan, 
where empirical evidence remains limited, examining these 
constructs together can also provide context-sensitive insight 
into how students navigate trust, evaluation, and responsible 
academic use of digital information.

Method

Research model

This study employed an exploratory sequential mixed- 
methods design (QUAL → quan) to examine university 
students’ information competence and critical thinking in digital 
environments. Mixed-methods approaches are well suited to 
complex educational phenomena that require both in-depth 
understanding of meaning-making processes and descriptive 
evidence of broader patterns (Creswell and Plano Clark, 2018). 
The QUAL → quan sequence was selected because information 
competence and critical thinking are situated and practice-based 
constructs that cannot be fully captured through quantitative 
data alone. In this design, the qualitative phase served as the 
initial exploratory stage and informed the development and 
refinement of the quantitative component. An initial qualitative 
phase enabled exploration of how students interpret digital 
information, evaluate credibility, and reason under conditions of 
informational conflict processes that prior research identifies as 
difficult to observe without qualitative inquiry. The subsequent 
quantitative phase was used to examine the prevalence of these 
evaluative practices and decision strategies across the student 
sample. Accordingly, the study followed an exploratory logic in 
which qualitative findings guided the construction of the 
quantitative instrument and quantitative results were used to 
extend and describe the distribution of the patterns identified 
qualitatively. Integrating qualitative insights with quantitative 
patterns strengthens construct validity and provides a more 
comprehensive account of students’ digital information practices 
(Teddlie and Tashakkori, 2009).

Sample

This study employed a non-probability convenience sampling 
strategy in the quantitative phase. Participants were recruited 
from undergraduate students enrolled in teacher education-related 
programs at two higher education institutions in Kazakhstan, 
primarily the International University of Astana-Kazakhstan. The 
use of convenience sampling was considered appropriate because 
the study aimed to obtain initial descriptive evidence from an 
accessible student population within a specific educational context 
rather than to generate statistically generalizable findings for all 
university students in Kazakhstan. At the same time, the 
limitations of this sampling approach, particularly in relation to 
representativeness and potential sampling bias, were taken into 
account when interpreting the findings.

The inclusion criteria were as follows: (a) being enrolled as an 
undergraduate student at one of the participating higher education 
institutions in Kazakhstan, (b) being registered in an education- 
related teacher preparation program, (c) being 18 years of age or 
older, and (d) providing voluntary informed consent to participate. 
The exclusion criteria included not meeting these conditions, 
incomplete survey submission, or non-consent to participate.

The study sample consisted of 77 (coded P1 to P77) university 
students (n = 77) enrolled in undergraduate programs at two higher 
education institutions in Kazakhstan. The same 77 participants 
contributed to both components of the study, as data were 
collected through a single integrated instrument that included 
open-ended qualitative items and structured quantitative items. 
Thus, the qualitative phase was based on written responses from 
77 participants, and the quantitative phase likewise included 77 
participants. Participants were primarily drawn from the 
International University of Astana-Kazakhstan. In terms of age, 
the majority of participants were between 18 and 20 years old 
(n = 59), while 18 students were in the 21-23 age range, indicating 
that the sample largely comprised early-stage undergraduate 
students. The gender distribution was uneven, with 68 female and 
9 male participants, reflecting the gender composition typical of 
education-related programs in the Kazakhstani higher education 
context. Regarding academic affiliation, all participants were 
enrolled in programs within the Faculty of Education at the 
International University of Astana. These included pre-school 
education and upbringing (n = 30), pedagogy and psychology 
(n = 28), foreign language education with two foreign languages 
(n = 11), and chemistry teacher education (n = 8).

With respect to year of study, first-year students constituted the 
majority (n = 50), followed by third-year students (n = 14) and 
second-year students (n = 13). This distribution suggests that most 
participants were in the early phases of their undergraduate 
education. Participants also reported their self-rated confidence in 
finding reliable academic information online on a five-point scale 
(1 = very low, 5 = very high). Most students reported medium 
confidence (level 3; n = 36) or high confidence (level 4; n = 28), 
while 13 participants indicated very high confidence (level 5).

Data collection instruments

Data were collected using a researcher-developed instrument 
consisting of qualitative open-ended questions and descriptive 
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quantitative items, designed to capture students’ information 
competence and critical thinking in digital environments. The 
qualitative component was based on written open-ended 
responses collected through an online survey rather than in-depth 
qualitative interviews. Accordingly, its purpose was not to 
generate highly detailed narrative accounts, but to obtain 
participants’ concise written reflections on key aspects of their 
digital information practices. The qualitative component included 
open-ended questions exploring (a) students’ engagement with 
digital learning environments (e.g., platforms used for academic 
searches), (b) criteria for evaluating the reliability and academic 
suitability of online information, (c) strategies for resolving 
conflicting information, (d) perceptions of digital risks and ethical 
issues related to AI and social media algorithms, and (e) 
perceived institutional support for developing these competencies.

The quantitative component comprised structured, non-Likert 
descriptive items, including single-choice, multiple-choice, and 
scenario-based questions. These items assessed students’ primary 
starting points for academic searches, indicators that increase trust 
in digital sources, first responses to conflicting information 
scenarios, patterns of AI tool use in coursework, and perceived 
sources contributing to the development of information evaluation 
skills. The quantitative questions were developed in alignment 
with the qualitative focus areas of the study so that the second 
phase could descriptively examine the prevalence of the practices, 
judgments, and perceptions first explored in the qualitative phase. 
A pilot study with five undergraduate students was conducted 
prior to the main data collection to assess item clarity, response 
burden, and the functionality of the online survey format. Pilot 
participants were not included in the final sample. Feedback from 
the pilot indicated the need for minor revisions in wording clarity 
and item sequencing, and these revisions were made before the 
main administration. Although the pilot sample was limited and 
not intended for formal instrument validation, it supported the 
practical usability of the survey format. To enhance content 
validity, the instrument was reviewed by experts in education and 
digital literacy, who evaluated the relevance, clarity, and theoretical 
alignment of the items.

Data collection process and analysis

Data were collected during the 2025–2026 autumn semester 
through an online questionnaire administered via Google Forms. 

A criterion-based convenience sampling strategy was used in the 
quantitative phase. The survey link was distributed to eligible 
undergraduate students through institutional communication 
channels. Participation was voluntary, and students completed 
the instrument asynchronously. Ethical principles for research 
involving human participants were strictly observed. Prior to 
participation, students were informed about the purpose of the 
study, the voluntary nature of participation, and their right to 
withdraw at any time without consequence. Anonymity and 
confidentiality were ensured by collecting no identifying 
information, and all data were used solely for academic 
research purposes.

In line with the sequential mixed-methods design (QUAL → 
quan), the qualitative and quantitative components were 
analyzed in sequence and then integrated at the interpretation 
stage. Qualitative data obtained from the open-ended items were 
analyzed using inductive thematic analysis. First, all responses 
were read repeatedly to achieve familiarity with the dataset. 
Second, initial codes were generated by identifying recurring 
expressions, evaluative judgments, and meaning units related to 
students’ digital information practices. Third, conceptually 
related codes were clustered into broader categories, and these 
categories were subsequently organized into overarching themes. 
As illustrated in Table 1, the coding process proceeded from raw 
participant statements to initial codes, categories, and themes. 
This analytic process resulted in themes concerning engagement 
with digital learning environments, information competence, 
critical thinking in digital contexts, digital risks, AI, and ethical 
use, and institutional and contextual influences.

Quantitative data were analyzed using descriptive statistical 
techniques. Frequencies and percentages were calculated for all 
single-choice, multiple-choice, and scenario-based items to 
identify patterns in students’ digital information practices, trust 
indicators, responses to conflicting information, AI use, and 
perceived sources of skill development. The integration of 
qualitative themes and quantitative patterns enabled a 
comprehensive interpretation of information competence and 
critical thinking in digital academic contexts. Integration 
occurred at the interpretation stage, where the qualitative 
themes were used as the primary analytic framework and the 
quantitative findings were compared against them to examine 
the extent to which the identified practices and perceptions were 
reflected across the sample. Table 1 presents an illustrative 
segment of the qualitative coding process, showing how raw 

TABLE 1 Example of the qualitative coding process.

Raw participant statement Initial code Category Theme

“I use Google first because it is fast, then I check academic sources.” 

(P12)

Speed-oriented 

search

Search convenience Engagement with Digital Learning 

Environments

“If the source has references and a known author, I trust it more.” 

(P15)

Author and 

references

Credibility cues Information Competence

“When information conflicts, I compare several sources.” (P41) Source comparison Verification strategy Critical Thinking in Digital Contexts

“AI gives quick answers, but I always verify them.” (P35) Conditional AI trust Reflexive AI use Digital Risks, AI, and Ethical Use

“Teachers show us how to choose reliable sources.” (P41) Instructor guidance Institutional 

support

Institutional and Contextual Influences
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participant statements were transformed into initial codes, 
categories, and broader themes.

As shown in Table 1, the analysis moved progressively from 
participants’ concrete expressions to more abstract conceptual 
groupings. For example, the statement “I use Google first 
because it is fast, then I check academic sources” was initially 
coded as “speed-oriented search,” which was then grouped 
under the category of “search convenience” and interpreted 
within the broader theme of “Engagement with Digital Learning 
Environments.”

Findings

Qualitative findings

Engagement with digital learning environments

Table 2 presents an analytic mapping of the learning 
rationales that shape university students’ engagement with 
digital information platforms in the context of academic 
assignments. Rather than categorizing platform use solely by 
frequency, the table foregrounds the underlying purposes and 
cognitive intentions guiding students’ choices.

Participants’ accounts demonstrate that engagement with 
digital learning environments is strategic rather than random, 
shaped by competing demands of speed, comprehension, and 
academic legitimacy. The most dominant pattern is the 
prioritization of efficiency, with students consistently framing 
digital platforms as tools that reduce cognitive and temporal 
effort. For instance, P1 explicitly emphasized “quick access to 
structured and relevant information,” while P5 highlighted 
“quick and convenient access to a wide range of information.” 
Similarly, P9 stated, “Google or ChatGPT, because they provide 
fast and easy access to relevant information.” Analytically, this 

suggests that accessibility and speed often shape students’ first 
point of engagement with digital information, but do not by 
themselves determine final trust or academic use.

These responses position digital tools as functional 
instruments, optimized for immediacy. However, speed alone 
does not appear sufficient when academic standards are salient. 
A parallel discourse strongly emphasizes reliability and scholarly 
credibility, particularly in relation to assessed university work. 
Participants such as P3 clearly distinguished academic platforms, 
noting, “University databases, because they provide reliable, peer- 
reviewed academic sources.” This stance was echoed by P15, who 
stated, “the information provided there is reliable and meets 
academic standards,” and by P74, who emphasized that 
recommended platforms are “reliable, scientific, and meet 
academic standards.” These statements indicate an internalized 
awareness of institutional epistemic hierarchies. More 
importantly, reliance on official or institutional sources appears 
to function as a practical indicator of information competence, 
as students associate such sources with verification, academic 
legitimacy, and lower epistemic risk.

A particularly significant finding is the instrumental use of 
artificial intelligence as a cognitive mediator rather than a 
primary knowledge authority. Participants frequently framed AI 
tools as mechanisms for explanation, simplification, and 
synthesis. P12 explained that ChatGPT is used “to simplify the 
material” and “explain information in a clear and concise way.” 
P35 similarly stated that ChatGPT is used “to clarify unclear 
topics.” More advanced reflective use was evident in P17’s 
account, where AI was employed to “summarize the content in 
the form of notes” and even “include references so that I can 
check the original sources.” This indicates an emerging form of 
assisted critical engagement, rather than passive acceptance. In 
this respect, AI was not positioned as a substitute for academic 
judgment, but as a support tool within students’ broader 
evaluative practices.

TABLE 2 Learning rationales underpinning university students’ Use of digital information platforms.

Key issue/focus Sub-pattern Dominant digital tools Representative participant 
codes

Speed and Convenience Quick access to information; time-saving Google, ChatGPT, AI tools P1, P4, P5, P9, P12, P17, P30, P34, P44, P49, 

P57, P64

Academic Reliability Preference for peer-reviewed and 

institutional sources

Google Scholar, university databases, 

electronic libraries

P3, P15, P27, P40, P69, P74, P77

Hybrid Information 

Practices

Combining traditional and digital sources Books + Google/AI tools P6, P8, P18, P25, P37, P51, P67

AI-Assisted Understanding Clarification, summarization, simplification 

of content

ChatGPT, Gemini P12, P17, P35, P41, P53, P62

Multimodal Learning 

Preferences

Visual/auditory comprehension YouTube P46, P58, P61, P65

Breadth and Diversity of 

Sources

Multiple perspectives and formats Google, social media, mixed platforms P16, P47, P72

Instructor-Guided 

Resources

Curriculum-aligned search practices Syllabus, recommended platforms P21, P74

Critical Awareness of 

Accuracy

Acknowledgement of potential inaccuracies AI tools (with caution) P52, P53
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At the same time, several participants explicitly 
acknowledged the limitations and risks associated with AI- 
generated information. P52 noted that “the information is not 
always completely accurate,” while P53 similarly acknowledged 
that “some information may be inaccurate.” Importantly, this 
awareness did not result in rejection of AI tools but rather in 
conditional trust, suggesting that students are negotiating 
accuracy through cross-checking and prompt formulation. 
This reflexivity is a key indicator of developing information 
competence. Hybrid learning strategies further illustrate this 
negotiation between traditional and digital epistemologies. P6 
emphasized the complementary role of “Books and AI tools,” 
while P8 highlighted the balance between “quick access to 
information and reliable academic content.” P67 offered one of 
the most nuanced accounts, stating that Gemini explanations 
“align well with textbooks,” while textbooks remain central for 
studying. Such responses reflect epistemic layering, where 
authority is distributed across multiple sources. Finally, 
engagement patterns also reveal diverse learning preferences, 
particularly through multimodal platforms. Participants such 
as P46 emphasized that “watching and listening makes it easier 
for me to understand and remember,” while P58 and P65 
similarly noted that YouTube “helps me understand topics 
more easily.” These responses underline that digital 
engagement is not only about information access but also 
about learning style alignment.

Figure 1 provides a conceptual overview of the main 
information sources used by university students for academic 
assignments and the key reasons associated with their use.

Information competence

Table 3 summarizes the key evaluative criteria employed by 
university students when judging the reliability and academic 
appropriateness of online information. The table also captures 
important variation in information competence, highlighting 
both well-articulated evaluative practices and instances where 
students report uncertainty or reliance on external validation 
(e.g., instructors).

Participants’ responses indicate that information competence 
is primarily enacted through procedural evaluation strategies, 
rather than through abstract or theoretical definitions of 
credibility. The most dominant criterion across the dataset is 
source authority, with many participants equating reliability 
with the official status of a website. Statements such as “If it is 
an official website, I consider it suitable” (P9), “I only use official 
websites” (P38), and “I rely on official websites and do not trust 
information provided by AI” (P54) reflect a binary trust logic, 
where institutional affiliation functions as a primary marker of 
academic legitimacy.

Closely related to source authority is the emphasis on 
authorship and traceability. Participants frequently reported 
checking whether the author is clearly identified and credible. 
For example, P7 defined reliable academic information as that 
which has “a known author, published in a reputable source, and 
supported by references.” Similarly, P31 stated that reliability is 
determined by “the official status of the source, the author’s 
identification, publication date, and whether it is published on 
scientific or educational websites.” These responses suggest an 
internalization of formal academic conventions, even if not 
explicitly framed as information literacy theory. Another central 
strategy involves cross-checking and comparison across multiple 
sources. Participants repeatedly described validation as a 
comparative process rather than reliance on a single source. P14 
explained, “If the information is similar in most of them, 
I consider it acceptable,” while P55 emphasized, “I do not rely on 
a single article or website; I compare several and select the most 
accurate common information.” This practice reflects a relational 
understanding of reliability, where consistency across sources 
increases perceived trustworthiness.

Importantly, books and textbooks continue to function as 
epistemic anchors in students’ evaluation processes. Many 
participants described using books as a benchmark against 
which online information is assessed. For instance, P10 reported 
“studying and comparing important information with books,” 
while P61 noted that information is validated by “match[ing] it 
with textbooks.” P73 explicitly stated, “The best approach is 
working with books.” This pattern indicates that traditional 

FIGURE 1 

Information sources for university assignments.
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academic materials retain a normative authority even within 
digital learning environments. A smaller but analytically 
significant group highlighted teacher-mediated validation, with 
P21 stating simply, “The teacher checks it,” and P50 noting 
validation occurs “by asking the teacher or conducting analysis.” 
This suggests that for some students, information competence 
remains externally regulated, rather than fully internalized.

At the same time, the data also reveal zones of uncertainty and 
underdeveloped competence. Participants such as P1 (“I do not 
know”), P6 and P68 (“I do not determine it”), were unable to 
articulate any evaluative strategy. These responses are 
analytically important, as they indicate uneven distribution of 
information competence within the sample. Also, several 
responses reflect an emerging critical stance toward digital 
information, including scepticism and verification awareness. 
P22 stated, “It is not 100% reliable, so I first verify it carefully,” 
while P66 emphasized “verify and justify it with evidence.” Such 
responses suggest that information competence is not merely 
technical but increasingly reflective and evaluative.

Figure 2 presents a conceptual framework illustrating how 
university students determine the reliability of information for 
academic purposes.

Critical thinking in digital contexts

Table 4 outlines the range of strategies university students use 
to evaluate and resolve conflicting online information in digital 
learning contexts.

Participants’ accounts indicate that critical thinking in digital 
contexts is largely expressed as a credibility-filtering process 
under conditions of informational conflict, with students 
adopting markedly different evaluative logics. A prominent 
pattern is authority-based trust, in which “official” and 
“scientific” status functions as a primary credibility cue. For 
example, P12 stated: “I rely on scientific evidence and official 
sources.” P31 similarly noted: “I trust official and academic 
sources, scientific articles, and reputable organizations’ websites.” 
This logic is articulated most comprehensively by P7, who 
specified that they trust sources with “a reliable author, credible 
origin, strong evidence, references, and are scientific or official.” 
These responses suggest that, under uncertainty, many students 
default to institutional authority as a stabilizing epistemic 
anchor. This pattern reflects an emerging form of information 
competence, since students recognize academic and official 
sources as more trustworthy; however, it may also indicate that 

TABLE 3 Criteria used by university students to evaluate the reliability and academic suitability of online information.

Evaluation criterion Description of practice Representative participant codes

Source authority/official status Trust in official, institutional, or licensed platforms P2, P9, P17, P19, P38, P42, P54, P56, P59, P63, P77

Authorship identification Checking whether the author is named and credible P7, P13, P15, P26, P27, P31, P35, P40

Use of references and evidence Reliance on cited sources, references, or evidence-based writing P5, P7, P12, P15, P18, P30, P37, P43

Cross-checking and comparison Comparing information across multiple websites or formats P4, P11, P14, P22, P29, P44, P47, P52, P55, P58

Alignment with books/syllabus Validation through textbooks or course materials P10, P23, P34, P46, P57, P61, P62, P64, P67, P71

Publication date/timeliness Attention to recency of information P13, P15, P31, P35, P40, P60, P70, P74, P76

Teacher-mediated validation Reliance on instructor confirmation P21, P50

Critical uncertainty/lack of strategy Inability to articulate evaluation criteria P1, P6, P68

FIGURE 2 

Determining information reliability for academic purposes.
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critical thinking is sometimes exercised through source status 
rather than through deeper interrogation of claims themselves.

A second, more analytically demanding pattern involves 
evidence-and-references reasoning, where trust is tied to 
argument quality and traceability rather than institutional labels 
alone. P3 explained: “I only agree with an opinion after carefully 
analyzing and verifying it.” P9 specified a concrete criterion: “If 
there are evidences and clear references showing where the 
information comes from, I trust it more.” P66 reinforced this 
emphasis: “I verify it using evidence.” In these accounts, 
credibility is constructed through justification practices, 
indicating a move toward evaluative reasoning compatible with 
academic norms. Compared with authority-based trust alone, 
this strategy points to a stronger integration of information 
competence and critical thinking, because students are not only 
selecting credible sources but also seeking explicit evidentiary 
support for knowledge claims.

Relatedly, many participants described cross-checking/ 
triangulation as the central mechanism for resolving conflict. 
P14 stated: “I evaluate information based on the author, 
publication date, source reliability, and whether it appears across 
multiple websites.” P46 similarly emphasized verification through 
sourcing: “I trust information with clearly stated sources or 
compare it across different websites.” The most elaborated 
triangulation approach appears in P41: “I compare several 
trusted sources, prioritize scientific or official sites, and trust 
information supported by evidence and academic consensus.” This 
reveals a composite form of digital critical thinking that 
combines multi-source comparison with epistemic hierarchy 
(scientific/official first). Analytically, this is one of the clearest 
indicators of advanced evaluative practice in the dataset, because 
it shows students comparing claims across sources rather than 
accepting information from a single point of authority.

Notably, a large subset of students anchors evaluation in 
textbooks and course materials, effectively using print/academic 
texts as a benchmark for digital claims. P10 stated: “I verify the 
information by comparing it with books.” P11 echoed: “I confirm 

it using textbooks.” Some participants explicitly privilege books 
as more trustworthy, e.g., P29: “I trust books more because they 
are usually more accurate.” P61 described a mixed strategy: “I 
compare multiple sources and trust information that aligns with 
textbooks.” This indicates that “critical thinking” may be enacted 
as alignment-checking (online information is trusted when it 
converges with established academic materials), which can be 
effective but also potentially conservative if it discourages 
engagement with emerging research.

Another meaningful pattern is independent reasoning and 
reflective analysis, where students foreground their own 
analytical agency. P4 stated: “I think independently, do 
additional research, and then choose the correct information.” P8 
similarly noted: “I rely on my own reasoning to decide which 
information seems more accurate.” P37 framed the process in 
formal terms: “I think logically, compare opinions, and choose 
the one that seems most reliable.” P52 offered a nuanced 
epistemic stance: “There is no single correct answer; different 
sources may be valid in different situations, so careful reading 
and analysis are always required.” These responses are 
analytically significant because they reflect epistemic complexity 
a key marker of higher-order critical thinking in 
digital environments.

However, the dataset also contains substantial reliance on 
social validation, where trust is outsourced to teachers, 
instructors, or knowledgeable others. P22 stated: “I seek help 
from the instructor.” P24: “I ask the teacher.” P30: “I ask 
instructors.” Some extended this to peers or family, e.g., P20: “I 
discuss it with my parents and make a joint decision,” and P49: 
“I ask students and teachers.” This suggests that critical thinking 
is sometimes distributed socially, which may reflect healthy 
academic help-seeking but also indicates dependency when 
personal evaluative criteria are weak or underdeveloped. Thus, 
these responses may be interpreted in two ways: as legitimate 
help-seeking within academic culture, or as a sign that some 
students have not yet internalized sufficiently independent 
evaluative strategies.

TABLE 4 Strategies used to judge conflicting online information in academic contexts.

Critical-thinking 
strategy

How it is enacted in practice Illustrative participant codes

Authority-based trust (official/ 

scientific)

Prioritizing “official,” “scientific,” “licensed,” reputable organizations and 

academic sources

P7, P12, P18, P19, P31, P35, P58, P59, P74, P77

Evidence-and-references reasoning Trusting arguments supported by evidence, references, scientific basis, academic 

consensus

P3, P7, P9, P15, P27, P40, P41, P46, P60, P66, 

P76

Cross-checking/triangulation Comparing multiple sources/websites; looking for consistency across sources P14, P19, P27, P40, P41, P42, P46, P47, P60, P69, 

P74, P76

Textbook anchoring Verifying online claims using books/textbooks/e-books, or preferring books 

outright

P10, P11, P17, P28, P29, P39, P53, P56, P61, P75

Independent reasoning/analytical 

reflection

Self-directed analysis, independent thinking, careful reading, logical comparison P4, P8, P13, P16, P37, P52, P70

Social validation Asking teacher/instructor/senior students; discussing with peers/family P20, P22, P24, P30, P45, P48, P49, P50, P54, P64

Heuristic/low-rigor decision rules Choosing “most accessible,” “more accurate,” “comprehensive,” popular, 

familiar platform, intuition

P1, P44, P57, P62, P71, P34

Non-evaluation/disengagement No evaluation strategy; avoidance; dismissal of importance P23, P38, P72, P73
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Meanwhile, there is evidence of heuristic/low-rigor decision 
rules and even non-evaluation. P1 stated: “By choosing the most 
accessible option.” P34: “I rely on intuition.” P57: “I consider 
widely used or popular sources.” In contrast, some participants 
reported no evaluation capacity or even disengagement: P23: “I 
do not evaluate it,” P38: “I do not evaluate it in any way,” P72: 
“I do not evaluate it,” and P73: “It is not important.” These 
responses are especially important because they show that 
critical thinking and information competence are unevenly 
developed across the sample. Rather than appearing as stable 
and universal competencies, they emerge as variable practices 
that range from sophisticated evidence-based reasoning to 
minimal or absent evaluation. These responses are crucial for 
your mixed-methods logic because they indicate that “critical 
thinking in digital contexts” is not uniformly present; rather, the 
sample contains a continuum from sophisticated evaluative 
reasoning (evidence/triangulation/consensus) to minimal or 
absent evaluative practice.

Figure 3 illustrates the key strategies students employ when 
evaluating information in digital environments.

Digital risks, AI, and ethical use

Table 5 categorizes university students’ perceptions of how 
social media algorithms and AI applications influence their 
evaluation of information.

Participants’ responses reveal a predominantly ambivalent 
yet reflective stance toward social media algorithms and AI 
applications. Many students emphasized the instrumental 
benefits of these tools, particularly in terms of speed and 
efficiency. For example, P1 noted that AI “allows me to get 
quick answers,” while P20 described it as “highly effective 
and efficient.” Similar positive appraisals were evident in 
statements such as “It has a positive effect and is useful” 
(P3, P4) and “It provides fast and mostly accurate 
information” (P37). These responses position AI and 

algorithmic systems as functional aids within students’ 
academic information practices.

At the same time, this positive valuation was frequently 
tempered by conditional trust and ethical caution. Several 
participants explicitly stated that such tools “should not be fully 
trusted” (P2) or are “fifty-fifty; it can be both helpful and 
misleading” (P10). Concerns about misinformation were also 
evident, as P11 noted that AI “may sometimes generate false 
information,” and P33 emphasized that “its reliability is 
questionable.” These responses suggest a basic awareness of 
epistemic risk, but they do not necessarily indicate fully 
developed digital literacy on their own. Rather, they show that 
students recognize the possibility of inaccuracy and bias, even if 
their comments do not always demonstrate systematic 
evaluation procedures.

A particularly salient subtheme is awareness of algorithmic 
bias and filter bubbles. Multiple participants recognized that 
algorithms curate content based on prior interests, potentially 
narrowing perspectives. P7 stated that algorithms “may create a 
one-sided perspective,” while P14 similarly noted that they “can 
limit perspectives.” This concern was echoed by P19 and P40, 
who both emphasized that algorithms tend to show content 
aligned with personal preferences, increasing the risk of biased 
information exposure. In platform terms, these concerns are 
especially relevant to social media and AI-assisted search 
environments, where personalization, ranking, and content 
recommendation shape what users encounter before evaluation 
even begins. Thus, students’ comments point to an emerging 
recognition that digital environments are not neutral channels of 
information access, but structured spaces that influence visibility 
and plausibility.

Importantly, some students responded to this risk with 
compensatory strategies, such as deliberately seeking alternative 
viewpoints (P15, P27) or avoiding reliance on a single platform 
(P74). These responses are significant because they link 
awareness of algorithmic risk to concrete evaluative action. 

FIGURE 3 

Strategies for evaluating information.
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However, such strategies were not evident across all accounts, so 
the findings are better interpreted as showing uneven rather 
than uniform development of critical digital evaluation.

Beyond risk awareness, several participants described AI and 
algorithms as catalysts for critical reflexivity rather than passive 
influence. P31 observed that repeated exposure to similar 
suggestions “encourage[s] me to think critically and check 
multiple sources,” while P52 stated that such tools “encourage me 
to read the information carefully.” P53 went further, noting that 
AI “makes me more skeptical about information sources.” These 
accounts should be interpreted carefully: they suggest that 
awareness of digital risks may prompt more reflective attitudes 
for some students, but they do not by themselves establish 
consistent reflexive critical thinking across the sample. Instead, 
they indicate that students differ in the extent to which risk 
awareness is translated into actual verification strategies.

Figure 4 presents a conceptual synthesis of students’ 
perceptions of AI and social media in terms of their impact and 
usage within academic contexts.

Institutional and contextual influences

Table 6 summarizes the institutional and contextual 
mechanisms through which universities support the 
development of information competence and critical thinking in 
digital environments.

Participants’ responses indicate that the development of 
information competence and critical thinking in digital 
environments is largely embedded within institutional structures 
and pedagogical practices, rather than delivered as a single, 
standalone intervention. The most frequently cited form of 
support involves curriculum-based courses, particularly those 

TABLE 5 Perceived effects of social Media algorithms and AI tools on information evaluation.

Perceived impact 
pattern

Description of students’ perceptions and 
responses

Representative participant codes

Perceived benefits (speed, 

efficiency, usefulness)

AI and algorithms are seen as time-saving, supportive, and helpful 

for accessing information quickly

P1, P3, P4, P8, P13, P16, P17, P20, P22, P25, P30, P37, P39, P51, 

P58, P61, P63, P66, P72, P77

Conditional trust/cautious use Tools are useful but should not be fully trusted; require 

verification and critical thinking

P1, P2, P10, P11, P18, P21, P24, P29, P33, P35, P41, P49, P56, 

P76

Awareness of algorithmic bias and 

filter bubbles

Recognition that algorithms personalize content and may limit 

perspectives or create bias

P7, P14, P15, P19, P26, P27, P31, P40, P47, P54, P60, P74

Use as a supplementary tool AI and algorithms used as additional or secondary sources rather 

than primary authorities

P6, P32, P38, P67

Critical reflexivity encouraged by 

AI/algorithms

Exposure to AI and algorithms leads to increased skepticism, 

cross-checking, or careful reading

P31, P35, P42, P43, P52, P53

Perceived neutrality or no 

influence

Belief that AI and algorithms do not affect personal judgment or 

evaluation

P34, P46, P48, P50, P62, P71, P73, P75

Ambivalence/situational 

dependence

Effects vary by context, task, or type of information P9, P68, P69, P70

FIGURE 4 

AI and social Media: impact and usage.
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focused on information and communication technologies, digital 
technologies, and artificial intelligence. Participants referred to 
specific courses, such as “the Information and Communication 
Technologies course” (P2) and “the Digital Technologies course” 
(P3), where foundational knowledge about information literacy 
and AI was introduced. This suggests that universities play a 
formal role in conceptualizing digital competence as part of 
disciplinary learning.

Beyond formal coursework, many students emphasized the 
importance of assignment-driven learning in fostering critical 
thinking. P7 noted that “the teacher assigns analysis through 
critical thinking,” while P14 explained that teachers “guide students 
to work properly with sources and to develop critical thinking.” 
Similarly, P20 stated that homework often requires reviewing 
information from “various official sources,” and P38 highlighted 
that “critical analysis is required” when using electronic resources. 
These responses indicate that critical thinking is primarily 
cultivated through practice-oriented academic tasks, rather than 
abstract instruction alone. Analytically, this suggests that 
institutional influence is most visible when students are required to 
apply evaluative judgment in concrete academic tasks, such as 
comparing sources, selecting credible information, and justifying 
their choices. In this sense, institutional support appears to 
contribute to competence indirectly through repeated pedagogical 
practice rather than through one-time instruction.

Access to digital and library resources emerged as another 
central institutional support. Participants frequently mentioned 
electronic libraries and databases as enabling environments for 
developing information competence. For example, P6 stated, 
“We make good use of the university’s electronic library,” while 
P25 and P56 emphasized access to “electronic library databases.” 
P31 further expanded this by noting the availability of “online 
libraries, webinars, and training sessions.” Such infrastructure 
appears to provide the material conditions necessary for 
engaging with academic information critically. Yet access alone 
does not demonstrate competence. Rather, these resources 
become educationally meaningful when students use them to 

verify claims, compare sources, or move beyond easily accessible 
but less reliable information.

Instructor guidance plays a mediating role in translating 
institutional resources into learning outcomes. Several 
participants described teachers as actively modelling and 
reinforcing evaluative practices. P9 noted that “Teachers provide 
accurate and reliable references,” while P13 explained that 
instructors “explained which websites and information are 
correct.” One of the most comprehensive accounts was offered 
by P41, who stated that lecturers teach “how to choose reliable 
sources, maintain academic integrity, and analyze information 
critically.” These responses highlight the importance of 
pedagogical mediation in shaping students’ information 
practices. More specifically, they suggest that institutional 
support is most effective when resources are accompanied by 
explicit modelling of how to evaluate credibility, use evidence, 
and exercise academic judgment. This makes instructors a key 
link between institutional provision and students’ actual 
information evaluation practices.

Participants also referred to training sessions, seminars, and 
extracurricular initiatives as complementary supports. P15 
mentioned “courses, trainings, and digital resources,” while P40 
referred to “seminars [and] training sessions.” Additionally, some 
students pointed to external platforms, such as “online courses 
on Coursera” (P48), suggesting that universities extend 
institutional support through blended and external learning 
opportunities. However, not all students perceived institutional 
support equally. A notable group expressed uncertainty or lack 
of awareness, with responses such as “did not feel” (P21), “I will 
not say for sure” (P30), and “Honestly, I don’t know” (P55). One 
participant explicitly stated “None” (P57). These responses are 
analytically important, as they suggest that institutional 
initiatives may not be uniformly visible or impactful across the 
student body. This uneven visibility is significant because it 
helps explain why access to institutional support does not 
necessarily translate into uniformly strong information 
competence or critical thinking outcomes. In other words, the 

TABLE 6 Institutional mechanisms supporting information competence and critical thinking in digital environments.

Institutional support 
mechanism

How support is enacted Representative participant codes

Curriculum-based courses Formal courses addressing ICT, digital technologies, AI, and 

information literacy

P2, P3, P10, P22, P34, P44, P47, P49, P68, P77

Assignment-driven critical engagement Homework, projects, and essays requiring analysis, comparison, and 

source evaluation

P7, P12, P14, P18, P20, P23, P35, P37, P38, P41, 

P42, P51

Access to digital and library resources Electronic libraries, databases, online platforms, and free internet P6, P25, P26, P31, P39, P53, P56, P60, P61, P72

Instructor guidance and modelling Teachers providing references, explaining reliable sources, academic 

integrity

P9, P13, P41, P74

Training sessions and seminars Workshops, webinars, training courses, university events P1, P15, P29, P31, P40, P45, P48, P50, P58

Infrastructure and learning environment Digital devices, interactive classrooms, technological equipment P4, P5, P70

Ethical and regulated AI use Guidance on appropriate and supplementary use of AI P67

General positive institutional climate Broad perceptions of adequate or strong support P8, P11, P16, P17, P36, P46, P54, P63, P69, P71, 

P73, P75

Uncertainty or lack of awareness Students unsure of or not perceiving support P21, P30, P33, P52, P55

Perceived absence of support Explicit perception of no institutional support P57
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findings suggest that institutional resources matter, but their 
influence depends on whether students recognize, access, and 
internalize them as part of their own evaluative practice.

Figure 5 illustrates the institutional support mechanisms through 
which universities foster digital literacy and critical thinking.

Quantitative findings

Participants were asked to indicate their primary starting point 
when beginning an academic information search. The results 
reveal a clear hierarchy of preferred entry points into digital 
learning environments. As shown in Figure 6, Google Search 
emerged as the most frequently reported starting point, selected 
by 30 participants, indicating that general-purpose search 

engines remain the dominant gateway for academic information 
seeking. This finding suggests that students prioritize speed, 
familiarity, and broad accessibility at the initial stage of their 
search process. The second most common starting point was 
university databases and library portals (n = 16), reflecting a 
substantial proportion of students who begin their searches 
within institutionally sanctioned academic environments.

AI tools were identified as the primary starting point by 15 
participants, demonstrating the growing integration of artificial 
intelligence into students’ academic search practices. While not 
surpassing traditional search engines, the prominence of AI 
tools suggests a shift toward algorithmically mediated 
information access at the earliest stage of inquiry. In contrast, 
social media platforms (n = 9) and YouTube (n = 4) were less 

FIGURE 5 

University support for digital literacy and critical thinking.

Figure 6 

Primary starting points for academic information searches in digital learning environments.
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frequently selected as initial search points, indicating that these 
platforms are more likely used as supplementary or explanatory 
resources rather than as primary academic entry points. Google 
Scholar was selected by only 2 participants, and Telegram/ 
WhatsApp group links by 1 participant, suggesting that 
specialized academic search engines and peer-shared links play a 
relatively minor role at the starting phase of information seeking.

Figure 7 presents the key indicators that increase students’ 
trust in digital information sources, based on participants’ 
selections of up to three criteria.

Figure 7 illustrates the criteria students associate with 
trustworthiness when evaluating digital sources. The most influential 
indicator was clear author credentials (n = 49), highlighting the 
central role of authorship and expertise in establishing credibility. 
This was followed by transparent explanation of methods or data 
(n = 25), indicating that students value clarity and evidence in how 
information is produced. Indicators related to timeliness (publication 

date is recent and relevant; n = 20) and visibility (appearing at the 
top of Google results; n = 19) were moderately influential, suggesting 
that practical cues also shape trust judgments. In contrast, social 
endorsement whether content is widely shared by others was the 
least selected indicator (n = 9).

Figure 8 presents students’ initial decision-making strategies 
when faced with conflicting digital information, based on a 
scenario contrasting a recent but unreferenced source with an 
older peer-reviewed article.

As shown in Figure 8, the most common response was using 
Source B (Source A: a recent, widely shared post with no 
references/Source B: an older peer-reviewed article with references) 
because it is peer-reviewed (n = 35), indicating a strong preference 
for academic credibility and referenced evidence when evaluating 
conflicting information. This was followed by searching for at least 
two additional sources before deciding (n = 30), reflecting an active 
triangulation strategy consistent with critical thinking practices. In 

Figure 7 

Indicators that increase students’ trust in digital information sources

Figure 8 

Students’ first response to conflicting digital information sources.
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contrast, relatively few participants reported relying on source 
recency (Use Source A because it is newer; n = 6) or social 
validation (asking a friend/Telegram group; n = 3). An equally 
small number indicated they would use both sources without 
further checking (n = 3). The findings suggest that students 
predominantly adopt evidence-oriented and verification-based 
approaches rather than heuristic or socially driven strategies when 
confronted with conflicting digital information.

Figure 9 illustrates students’ self-reported patterns of AI tool 
use in coursework, based on multiple-response selections.

The findings indicate that AI tools are predominantly used as 
supportive rather than substitutive academic aids. The most 
frequently selected option was using AI to summarize readings 
that students have also checked themselves (n = 58), followed by 
using AI mainly to generate ideas or outlines (n = 52). These 

patterns suggest that students largely employ AI as a cognitive and 
organizational support tool, while maintaining personal 
responsibility for verification and understanding. In contrast, 
relatively few participants reported using AI as a primary 
information source (n = 8) or to produce text submitted with 
minimal editing (n = 6), indicating limited reliance on AI for direct 
content generation. Only one participant stated that they do not 
use AI tools at all. The distribution reflects a cautious and ethically 
bounded use of AI, aligning with principles of academic integrity 
and responsible AI engagement identified in the qualitative findings.

Figure 10 presents the two most influential sources that 
contribute to students’ skills in evaluating online information.

As shown in Figure 10, library training and library-based 
resources were identified as the most influential source (n = 39), 
underscoring the central role of academic libraries in fostering 

Figure 9 

Patterns of AI tool use in university coursework.

Figure 10 

Primary sources contributing to students’ skills in evaluating online information.
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information literacy and evaluative skills. This was followed by 
self-learning through digital platforms such as YouTube, blogs, 
and online courses (n = 30), indicating that students actively 
supplement formal education with autonomous, informal 
learning pathways. Peers and classmates also contributed 
meaningfully (n = 20), suggesting that information evaluation 
skills are partly shaped through peer interaction and shared 
academic practices. In contrast, family/community (n = 7) and 
workplace or internship experiences (n = 4) played a relatively 
minor role. The findings suggest that students’ information 
evaluation skills are developed primarily through a combination 
of institutional support structures (libraries) and self-directed 
digital learning, rather than through non-academic or 
professional contexts.

Discussion

This study provides a nuanced account of how university 
students in Kazakhstan enact information competence and critical 
thinking within digitally mediated learning environments. Taken 
together, the qualitative and quantitative findings suggest that 
students’ digital academic practices are neither wholly informal 
nor fully disciplinary from the outset; rather, they reflect a 
structured hierarchy of entry points, trust cues, and evaluative 
responses. Quantitatively, Google Search was the most common 
starting point (n = 30), followed by university databases/library 
portals (n = 16) and AI tools (n = 15), while Google Scholar 
played only a minor role (n = 2). This pattern supports the 
qualitative finding that students typically begin with fast, familiar, 
and accessible tools before moving, when needed, toward sources 
perceived as more academically legitimate. Students’ tendency to 
begin academic searches with general-purpose platforms aligns 
with a substantial body of international research indicating that 
search engines function as cognitive gateways rather than 
epistemic endpoints (Head and Eisenberg, 2010; Rowlands et al., 
2008). Rather than interpreting this behavior as a lack of 
academic rigor, recent studies argue that students strategically 
leverage familiar platforms to orient themselves before 
transitioning explicitly or implicitly toward academically 
sanctioned sources (Biddix et al., 2011). In the present study, this 
hybrid search hierarchy is important because it shows that 
information competence is not expressed only through where 
students start, but through how they subsequently filter, compare, 
and validate information. Thus, the dominance of Google as a 
starting point should not be read simplistically as weak academic 
practice; instead, it reflects a pragmatic first step within a broader 
evaluative process that is uneven but often purposeful.

In the Kazakhstani higher education context, where digital 
infrastructures have expanded rapidly over a relatively short 
period, such pragmatic strategies may represent adaptive 
learning rather than insufficient training. This resonates with 
comparative research from post-Soviet and transitional higher 
education systems, which shows that students often develop 
hybrid information practices that blend informal digital tools 
with traditional academic resources (Kurakbayeva and 
Xembayeva, 2025). Pedagogically, these findings reinforce the 
need to bridge students’ existing practices with academic norms, 
rather than attempting to replace them.

The study’s findings reinforce theoretical positions that 
conceptualize information competence as an epistemic practice 
rather than a purely technical skill set. Students’ emphasis on 
authorship, references, publication venue, and cross-source 
comparison mirrors international evidence that credibility 
judgments are grounded in socially learned academic 
conventions (Little and Green, 2022). The quantitative results 
strengthen this interpretation. Clear author credentials were the 
strongest reported trust cue (n = 49), followed by transparent 
methods or data (n = 25), while the fact that information was 
widely shared online was much less influential (n = 9). These 
distributions suggest that students’ credibility judgments are 
shaped more by expertise and evidentiary transparency than by 
social popularity alone. At the same time, the fact that “appears 
at the top of Google results” still influenced a notable number 
of students (n = 19) indicates that convenience-based or 
platform-driven heuristics continue to coexist with more 
academically grounded evaluation criteria. Importantly, the 
continued reliance on textbooks and peer-reviewed sources as 
benchmarks of reliability suggests that traditional academic 
authorities retain strong epistemic legitimacy, even within highly 
digitalized environments.

However, the variability in students’ confidence and evaluative 
autonomy reflects what Whitworth (2014) describes as the uneven 
internalization of information literacy as a critical disposition. In 
Kazakhstan, where formal instruction in information literacy is 
often embedded within specific courses rather than articulated 
as a transversal competence, this unevenness points to a 
pedagogical challenge: information competence must be made 
explicit, cumulative, and discipline-integrated, rather than 
assumed as an incidental outcome of digital exposure.

The way students evaluated conflicting digital information 
supports contemporary critiques of decontextualized models of 
critical thinking. Rather than applying abstract reasoning rules, 
students engaged in situated judgment, relying on evidence, 
institutional authority, and cross-validation practices. This aligns 
with research emphasizing that critical thinking is relational and 
context-bound, emerging through interaction with specific tasks, 
sources, and social expectations (Elmborg, 2006). From a 
pedagogical perspective, this underscores the value of explicit 
instruction in epistemic reasoning, particularly through 
scenario-based learning that foregrounds uncertainty, conflict, 
and justification approaches shown to strengthen students’ 
evaluative reasoning across disciplines.

Students’ perceptions of AI tools and algorithmic systems 
reveal a pattern of conditional trust, characterized by 
appreciation of efficiency alongside awareness of epistemic risk. 
This finding aligns with recent empirical work indicating that 
students increasingly approach AI outputs with scepticism, 
particularly in relation to accuracy, bias, and academic integrity 
(Zhai et al., 2024). Rather than substituting judgment, AI 
appears to function as a cognitive aid that intensifies the need 
for verification.

This conditional stance is pedagogically significant. It suggests 
that students are already engaging in informal ethical reasoning 
regarding AI use, even in contexts where institutional guidance 
may be limited. In Kazakhstan where national digitalization and 
AI initiatives emphasize innovation this finding highlights an 
opportunity for universities to move beyond restrictive or 
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permissive approaches and instead integrate AI literacy with 
epistemic and ethical education, as recommended in recent 
international frameworks (OECD, 2021). While courses, 
assignments, and digital libraries exist, their role in developing 
information competence and critical thinking may not always be 
explicitly articulated to students. This aligns with studies 
showing that institutional impact is strongest when support 
mechanisms are coherently framed and pedagogically reinforced 
across programs (Secker and Coonan, 2012). In the Kazakhstani 
context, where higher education institutions are navigating rapid 
curricular reform, this finding suggests that strengthening 
institutional coherence and pedagogical intentionality is as 
important as expanding digital infrastructure. Making evaluative 
criteria, academic integrity norms, and reasoning expectations 
explicit can enhance students’ ability to transfer competencies 
across courses and digital contexts.

Limitations and future directions

This study has several limitations that should be considered 
when interpreting the findings. First, the sample was relatively 
small and drawn from two universities in Kazakhstan, with a 
concentration in education-related programs. As a result, the 
findings are contextually grounded rather than statistically 
generalizable. Future research could include larger and more 
diverse samples across institutions and disciplines to enable 
comparative analyses. Second, the study relied on self-reported 
data, which may not fully capture actual information evaluation 
behavior. Although scenario-based items helped elicit applied 
reasoning, future studies could incorporate performance-based 
assessments or observational data to strengthen validity. Third, 
the cross-sectional design limits insight into how information 
competence and critical thinking develop over time. 
Longitudinal and intervention-based studies would help clarify 
developmental trajectories and instructional effects. Fourth, the 
study was conducted within a rapidly changing digital 
environment shaped by ongoing developments in search 
technologies, generative AI tools, and algorithmic content 
curation. As these systems evolve quickly, students’ information 
practices, trust judgments, and AI-use patterns may also shift 
over a short period of time. Therefore, the present findings 
should be interpreted as reflecting a particular technological and 
educational moment rather than a fixed or stable digital 
condition. Future research should revisit these issues regularly 
and examine how emerging digital tools and platform changes 
reshape information competence, critical thinking, and ethical 
decision-making in higher education.

Conclusions and implications

This study examined how university students in Kazakhstan 
engage with digital learning environments and how they enact 
information competence and critical thinking when evaluating 
academic information, encountering conflicting claims, using 
AI tools, and interpreting institutional support. Overall, the 
findings show that students’ digital information practices are 
pragmatic, layered, and unevenly developed rather than 

uniform or linear. First, in relation to the objective of 
understanding students’ engagement with digital 
environments, the study found that students most often begin 
with fast and familiar entry points such as Google Search and, 
increasingly, AI tools, before moving toward more 
academically legitimate sources when task demands require 
stronger credibility. This indicates that digital engagement is 
structured by convenience, accessibility, and academic 
purpose rather than by a simple divide between “good” and 
“bad” sources.

Second, regarding the evaluation of online information, 
students generally associated trust with author credentials, 
evidence, references, peer review, and institutional authority. At 
the same time, some participants also relied on heuristic cues 
such as ranking or accessibility, suggesting that information 
competence is present but uneven in depth and consistency. 
Third, with respect to critical thinking under conditions of 
conflicting information, the findings indicate that many students 
use verification-oriented strategies such as peer-review 
preference, cross-checking, and additional source consultation. 
However, these practices were not universal, which suggests that 
critical thinking in digital contexts is better understood as a 
continuum of evaluative judgment rather than a stable skill 
uniformly possessed by all students.

Fourth, in relation to AI and algorithmic systems, the study 
found that students generally adopt a stance of conditional 
trust. AI tools are used primarily for summarization, 
clarification, and idea generation, while awareness of bias, 
inaccuracy, and ethical risk is present but unevenly translated 
into explicit evaluative strategies. This shows that AI-related 
digital literacy is emerging, but still requires stronger 
pedagogical support.
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